Siddhant Kumar

Information Security Analyst
Sidhant981@gmail.com | +91 9717760555

() https://github.com/SiddhantKumar2211 in https://www.linkedin.com/in/siddhant-kumar-73601a278

CAREER OBJECTIVE

To secure a position and be a part of progressive organization that gives scope and enhances my
knowledge and skills which are also used for company growth and personal growth which will
definitely contribute to organization success. Adaptable with extensive experience providing
first-class results. Meets job demands and deadlines through diligent work-ethic and dedication to
quality.

EDUCATION

% B-Tech CGPA: 7.1 |06/2024
Poornima Institute of Engineering and Technology

% Advance Diploma in Information Security 08/2018 - 08/2019
Innobuzz Learning Solutions LLP

% Diploma of Higher Education CGPA: 6.5 |06/2018
Guru Nanak Dev Institute Of Technology

% X (CBSE) CGPA: 5.8 |06/2014
Cambridge Foundation School

WORK EXPERIENCE

% Information Security Analyst | Innefu Labs.Pvt.Ltd 11/2019 - 08/2021
Worked with the security team to ensure the security of web Application & network security with
manual or automated tools assessment. - Nessus, Nikto, Burp Suite, ZAP, Armitage
Security Analyst (Client Side) Worked with CID ClI Jammu & Kashmir Police
RECEIVED APPRECIATION LETTER FROM J&K POLICE

INTERNSHIPS

% C-DOT(Centre for Development of Telematics) 07/2023 - 09/2023
Cybersecurity (Web-Pen testing) & Python Development

% Larsen and Toubro Pvt Ltd 06/2022- 08/2022
UNMS -Smart World & Communication Team on Network Security System

% Ten Sports Networks 06/2016- 07/2016
Training in Technical Audit Department on Subscribers Management System


https://github.com/SiddhantKumar2211
https://www.linkedin.com/in/siddhant-kumar-73601a278

SKILLS
% Good knowledge on tools Wireshark, Nmap, Burp Suite & Metasploit

% Knowledge of Vulnerability Assessment & Web Application Pen-Testing
% knowledge on language c++ , python , Java, Android , Flutter & Dart

% Strong command on OS like windows, linux & computer softwares.

CERTIFICATES

% Certification in CEHv12 10/2023- 10/2024
EC-Council

% Certification in C & C++ Programing 06/2015- 10/2015
Aptech

% Certification in java (Core Java & Advance Java) 12/2017- 03/2018
Aptech

% Certification in Android Application Development 03/2018- 10/2018
Aptech

ACADEMIC PROJECTS

% Flutter Application Development
Women Safety Application ( Android/los/Mac/Web with Full Database Connectivity ) - Flutter/Dart

Github Link : https://github.com/SiddhantKumar2211/kavach

R
°

Advance KeyLogger System
Recognising key-strokes and capturing Screen-Shots - Python

Github Link : https://github.com/SiddhantKumar2211/Advance-KeylLogger-

« Human Activity Recognition Machine Learning
Recognising Human Activity - Python
Github Link : https://github.com/SiddhantKumar2211/Human-Activity-Recognisation-Machine-Learning-

+ Android Application Development
TeaOrdering app — Java
Github Link : https://github.com/SiddhantKumar2211/odder_your _own_tea

INTERPERSONAL SKILLS

¢ Good Communication Skills & Self Motivated
+ Diligent , Honest with Positive Thoughts & Attitude
+ SelfConfident & Comfortable with all challenges
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